MIIA Risk Management Advisory

Cybersecurity

August 23, 2026
Dear Member,
Recent news of hackers targeting, municipal entities has been concerning for many of our members.

The Cybersecurity and Infrastructure Security Agency (CISA)_, FBI and the Fusion Center - MA State
Police, periodically publish cybersecurity bulletins that are helpful. Below are a few of these.

o CISA, FBI and HHS Update Joint Cybersecurity Advisory on Medusa Ransomware
8/18/2026 11:15 AM EST

e The Cybersecurity and Infrastructure Security Agency (CISA), the Federal Bureau of
Investigation (FBI), and the U.S. Department of Health and Human Services (HHS) released an
update to the joint Cybersecurity Advisory #StopRansomware: Medusa Ransomware. The
advisory is part of an ongoing series detailing ransomware variants and threat actors. It provides
technical details on Medusa ransomware activity, along with detection and mitigation guidance to
help protect at-risk government and critical infrastructure organizations.

READ MORE

o CISA, NSA, and Partners Issue Joint Cybersecurity Advisory on Threat Activity Targeting
Siemens S7 Series PLCs Across Multiple U.S. Critical Infrastructure Sectors

08/19/2026 11:30 AM EST

e The National Security Agency (NSA), Cybersecurity and Infrastructure Security Agency (CISA),
Federal Bureau of Investigation (FBI), Department of Energy (DOE), and Environmental
Protection Agency (EPA) have issued a joint Cybersecurity Advisory warning of threat activity
targeting Siemens S7 Series programmable logic controllers (PLCs) across U.S. critical
infrastructure, Defending Against an Active Threat to Siemens S7 Series PLCs. The sectors
most targeted include Critical Manufacturing, Energy, Water and Wastewater Systems,
Chemical, Food and Agriculture, and Commercial Facilities. Successful exploitation could disrupt
critical industrial processes and cause safety incidents, equipment damage, sensitive data
compromises, compliance violations, and cascading impacts across interconnected systems.

READ MORE


https://www.cisa.gov/
https://url.avanan.click/v2/r01/___https://urldefense.com/v3/__https:/www.cisa.gov/news-events/cybersecurity-advisories/aa25-071a?utm_source=MedusaRansomware2026&utm_medium=GovDelivery__;!!CPANwP4y!UPa4a4U3yWPfVC7MA9qQHxirG4dOv3z-J8zWRy82gIwkmY1WtS3AU3X8yMcqcAdtGlUDEJKtMRWcyDjnTUu0u44o2HTAQCBQFzPigGgFxw$___.YXAzOm1tYTphOmc6YjQyNTk2N2E0NzYxOTY4ZGI4OTEzOWJhY2M4MWE4YjY6NzowNDFmOjZlMGUxMWFkNzFlNWMzNzU3ODRiNjQ5YWJkZDAzNWNmM2Q5NzAxZWY0MWIzMDVjOGVhMWQwMzA2MzFkYzJkYzk6aDpUOk4
https://url.avanan.click/v2/r01/___https://urldefense.com/v3/__https:/www.cisa.gov/news-events/cybersecurity-advisories/aa25-071a?utm_source=MedusaRansomware2026&utm_medium=GovDelivery__;!!CPANwP4y!UPa4a4U3yWPfVC7MA9qQHxirG4dOv3z-J8zWRy82gIwkmY1WtS3AU3X8yMcqcAdtGlUDEJKtMRWcyDjnTUu0u44o2HTAQCBQFzPigGgFxw$___.YXAzOm1tYTphOmc6YjQyNTk2N2E0NzYxOTY4ZGI4OTEzOWJhY2M4MWE4YjY6NzpmZDI1OmNiNDI3MTU0NDBiMWQxYzkzZjEwM2ZjY2NkYjgwOThlYmFjMWQ0YjcyZGIwZTFmMGQ3NGE1Y2M5NjBlMzU1ZWE6aDpUOk4
https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-071a?utm_source=MedusaRansomware2026&utm_medium=GovDelivery
https://url.avanan.click/v2/r01/___https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-231a?utm_source=SiemensS7SeriesPLC&utm_medium=GovDelivery___.YXAzOm1tYTphOmc6MmYzODMxNTFjYmM5ZjdhYjliNzIyNzRhYjIzNmFkNTY6Nzo4ZDg2OjMxZWFlMWZjM2Y4Y2VhMDQ0MmI0NTE4ZTk4ZDA5OWE5M2RjMjM2NmQ1MmUwZDA5YTkyMWU4NzIxNzllZjU0OTQ6aDpUOk4
https://url.avanan.click/v2/r01/___https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-231a?utm_source=SiemensS7SeriesPLC&utm_medium=GovDelivery___.YXAzOm1tYTphOmc6MmYzODMxNTFjYmM5ZjdhYjliNzIyNzRhYjIzNmFkNTY6Nzo4ZDg2OjMxZWFlMWZjM2Y4Y2VhMDQ0MmI0NTE4ZTk4ZDA5OWE5M2RjMjM2NmQ1MmUwZDA5YTkyMWU4NzIxNzllZjU0OTQ6aDpUOk4
https://url.avanan.click/v2/r01/___https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-231a?utm_source=SiemensS7SeriesPLC&utm_medium=GovDelivery___.YXAzOm1tYTphOmc6MmYzODMxNTFjYmM5ZjdhYjliNzIyNzRhYjIzNmFkNTY6NzplYzczOmY4OTY0NzY3YTNmNzk5MjljNDMwMGY0NDkxODNhZDgzNDI3NzE1YTZhN2UzNDczNjU3Njk1MmU5NmFiODE4ZWI6aDpUOk4
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Boston Cyber Security Summit

Discover New Tools and Solutions to
Protect Your Company from Cyberattacks
Secure your pass to the Boston, rated Top 5 InfoSec Conference worldwide, held on October 8, 2026.
Join fellow C-Suite executives, senior cyber professionals, and business leaders from the region at this
one-day, invitation-only event. Learn from renowned industry experts about the latest threat landscape
and evaluate cutting-edge technologies from leading solution providers to protect your company from
cyberattacks.

USE CODE CSS26-MASSCC BY OCTOBER 8 FOR FREE ADMISSION

Please note, offers up to $10,000 for cyberrelated equipment and
services. We encourage you to share the information below with your water department for possible
use toward enhancing cyber security of this and other critical infrastructure operations.

The MIIA Risk Management Team

@ 2025 MIIA. Solely for the benefit of MIIA members.

Disclaimer: The material contained herein is intended for general informational purposes only. It is not intended as legal advice and
should not be construed as such. Any inquiries concerning Massachusetts law should be directed to a city solicitor, town counsel or
other licensed attorney.
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